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s CREATE ROLEa=ZRTHFHLLI\A—IVZ{ERRT D
F7=I3CREATE USERaZ /KX xiVae/RF1 0 createruserzfIHT 2
(CREATE USERX°createuserid ¥ 74V TLOGIN#ER{T 5 )

s O-JOERBICEOO-IVDEEZERTES
SUPERUSER/NOSUPERUSER : A—/\—1—H—=HES5H
CREATEDB/NOCREATEDB : F—#~N—A{ERIERZIFTOHNESH
CREATEROLE/NOCREATEROLE : O—/V{ERLiERZIFOHESH
LOGIN/NOLOGIN : F—=#N—=RAY—=IN—AQJ 1L HEMESH
REPLICATION/NOREPLICATION : L7V)r—3ara—IHESH
S5ICE¥U<IZCREATE ROLEXPALTER ROLEDOKRFa A/ eS8

s ALTER ROLETO—-/VDEEZEET S
= DROP ROLETA—/VZHIFRT S
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B F=AN=2XT1/bOmAEHELLTOO-N
CREATEX 2R{TI 3RITO—NHARBAELLS

{5 : O—)Lidah’T—T JLaccountZ e R
=# CREATE TABLE account (id integer);

ALTERTRRAEZEEH Al 6e
» R=NN—1—Y—TRITAIE
- REOMBE(FLIMBEOERZER)THLLVPABEEANSET ROLETE 315G

{5 : accountT— L DI F FZidah bjonZEET S
=# ALTER TABLE account OWNER TO jon;
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0 REVOKEa? R TA—Y—%HIFRT D

{5 : admin@—)L (F')L—7T) ~AbrianB—)L (—H—) ZBINT %
=# CREATE ROLE admin;

=# GRANT admin TO brian;

=# REVOKE admin FROM brian ;

n J)—7HO-NVOHIE
0 DROP ROLEZFIR¥ 3
0 1—Y—3 NI N—T0- VLD B II<EEND
0 1—Y—HEIiREhac it
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17

pg_signal_backend
pg_read_all_settings
pg_read_all_stats
pg_stat_scan_tables
pg_monitor
pg_read_server_files
pg_write_server_files

pg_execute_server_program

pg_read_all_data

pg_write_all_data

pg_database_owner
pg_checkpoint
pg_use_reserved_connections
pg_create_subscription

pg_maintain

DNV IURICEVEDED XYoL Oty as DR T DT FIVEEETS
BEA—N—1—HDHANGEHAIRNS, ETCOEEEREHTAHIDS

BERA—/IN\—1—HDHINHEARNDS. TATDpg_stat_ *Ea1—%HARY ., BFEOMEABENDIIRTU L aVEHRTS
BEMNIZRER., T—JIJILOACCESS SHAREOwW BT DAl REME A H D B8 HRER E1TT 5
FEIEDERE 1 —OMEEEHRAMY/IEITT S

COPYXZDMDIFAINT I RAEH T, — /LTI R TELREDBNSI7AINEGHA NI EEHAAT S
COPYXOZDMDI7AINT I EREHM T, $— /N L TT7I R TELEEDEMICTIFAINEEEALILEHATS

COPY®H—NEIDTOT S LEZRITTEHEDMOEMT, T—IN—REFETLTNSA—HFELTT—ER—XHY—/\Lt
TOTOYSLDETEHRTS

ENLDATOTIMNIH T HSELECTHERZF ST T, BIRMIZH S TLVEN>F=EL TR TR TORF—TITHLT
USAGEHERZFH STV D LI, TRTDT—H(T—T I . Ea—  O—7VR)EHRAND

FNSDA T HMIxtT BINSERT. UPDATES L UDELETEMERZH>TL T, BARMIZE >TULVEN--ELTEIRT
DRAF—TIZX L TUSAGEHERZFH >TLNAEHL DL, TARTHDT—EF(T— I . Ea—  o—FUR)ZEEAD

T—AN—XFEEDIER, AV NERIFERICHEEDT —IN—ROFAEEI BRSNS
CHECKPOINTaY R DETEHAT S
reserved_connectionsIZ& > TFHFEAHDFEHREAO VD EREEHFRIT S

CREATE SUBSCRIPTIONZZE1TY 5182, A—HFITRH L TT —ER—X~DCREATEHERZ RIS 5

FRTHD)L—avIzxtLTVACUUM, ANALYZE. CLUSTER. REFRESH MATERIALIZED VIEW. REINDEXE LU
LOCK TABLEZZXE1T9 H_L&HuI 95
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YATLELI—-NDS I
= pg_read_all_settings A—JV
PostgreSQLMD R EIEH (pg_settings) & BuJ k&9 30—
BERB—EBBDOINGA—REA—N—T1—FLURIISERT]
m pg_read_all_stats O—Jb
pg_stat XXX Ea—& L UBEE %k
pg_backend_memory_contexts. pg_shmem_allocations Ea1—& XU RERIEL

pg_database_size. pg_tablespace_size B4%%
YiiRKERE (pg_stat_statements)

m pg_stat_scan_tables O—JV
YLiREERE (pgstattuple. pg_freespacemap. pg_visibility. pgrowlocks)

= pg_monitor A—JV
J: %E 3 |:| _) b E E g-a-%c*oﬁgﬁ% ggjrgl.li?eﬁis;rgokum, All Rights Reserved. “



YATFLE 1—0)3/39.7:-3

s K17
tya ARHRNSR (I—YEEORHENALA)

testdb=> select pid, datname, usename, state, xact start from pg stat activity where backend type = "client backend ;

| datname | usename | state xact_start
———————— —r

319373 | testdb | testuser | active | 2025-05-01 16:41:54.518154+09
(1 row)

pg_read_all_statsi&EPRZ {1 5

testdb=#f grant pg read_all_stats to testuser;
GRANT ROLE

tya EHNSE (kO1—YDEHRESHTHA)

testdb=> select pid, datname, usename, state, xact start from pg stat activity where backend type = "client backend ;

| datname | usename | xact_start
———————— —

319373 | testdb | testuser | active | 2025-05-01 16:42:39. 465203+09
319660 | testdb | testuser2 | idle in transaction | 2025-05-01 16:39:05. 439286+09
(2 rows)




e e e e
9 FIVOE(E
= pg_sighal_backend AO—JV
O =—8BOYF—=INIF A ERABONIBIERE(TS

pg_cancel_backend EELE-7OvRIDEE D/ \WHIURTOLANBEED LY IV D
BLVEHEZEERYET

pg_terminate backend WAV SA N\t =5 A B mplnk o { DL 2= dok D WL 3 - e cas

DEBIELITOTr—ATHAH{ER T AE
» A-N—=1—HEREFOI-YTRIT
» BEAMETZ0-VOtYa T BRT
OAO-VOERERESLTEH. A—N—1—FDtvasicHl TS REBRT]



——

,.\gjlllllii!illli ;

U FIVOE(E [EFa—]
=> testusera1—%

n ETH =# postgres1—+ (SUPERUSER)
k1Y DtvarniRy (ERARTIF—)

testdb=> select pg terminate_backend (319660) ;

ERROR: permission denied to terminate process

DETAIL: Only roles with privileges of the role whose process is being terminated or with privileges of the
“pg_signal_backend” role may terminate this process.

pg_signal_backendiEPRz{1 5

testdb=# grant pg_signal_backend to testuser;
GRANT ROLE

fthn1-YDtyarnRT (RLh)

testdb=> select pg terminate_backend (319660) ;
pg_terminate_backend
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m pg_read_server_files. pg_write_server_files A—Jb

COPY TO/FROMICEK A —IS EADT771 WA B %0 EET D
s BEFA-N—I1—FLINTIIEITAR D/, FEBAETH)E
EEAHA(STDIN/STDOUT ) Z2{ERL T771rAD)SE1L Vb
psqlD¥copyXRZAR U/ RTI 17 MDD 7 71 WIRME

TORDIRELDIRIE

= read
BA%%:pg_read_file. pg_read_binary_file. pg_stat_file. pg_ls_dir
i - file_fdw. pg_walinspect

= Write
vk :pg_basebackup

bbb bbb =i g pegege« o f
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771V AH 7] [ 1—¥]

=> testusera1—

n ETH =# postgres1—+ (SUPERUSER)
COPY TOIc KB —/INEAD771V i1 (1ERARTIF—)

testdb=> copy pgbench_accounts to ' /var/lib/pgsql/pgbench _accounts.csv' csv;

ERROR: permission denied to COPY to a file

DETAIL: Only roles with privileges of the “pg write server _files” role may COPY to a file.
HINT: Anyone can COPY to stdout or from stdin. psql s ¥copy command also works for anyone.

pg_write_server_filestiEfRz {15

testdb=# grant pg write_server_files to testuser;
GRANT ROLE

COPY TOICKBY—Is EADT771 Vi1 (FRTh)

testdb=> copy pgbench_accounts to ' /var/lib/pgsql/pgbench _accounts.csv' csv;
COPY 100000

F—I L DS EIEGREBE
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x/Td-/Z:W/M)i

= pg_maintain B—Jb (PostgreSQL 17 G:EM)

T=TWRDATIIIMN TR TROA L TF I/ ARIREEZEHFATS

= VACUUM

= ANALYZE

= CLUSTER

= REFRESH MATERIALIZED VIEW

= REINDEX

= LOCK TABLE
PATLT=TNEBEITNTOT—T M HTBERI T 5SS

s EREFLLEVTF-TNVITHLTOBEBRIF—. LRFRFVTENS

Copyright © PostgreSQL Enterprise Consortium, All Rights Resewed—



Hltllllllllll

X/Tﬂ'/Z:I?/NDi (547 1— 4]

=> testusera—+
n ETH =# postgres1—+ (SUPERUSER)

MAINTAIN#EPR2#57=9 VACUUM ANALYZEIE %R+ REINDEXIE T 57—

testdb=> vacuum analyze pgbench_accounts;

WARNING: permission denied to vacuum “pgbench_accounts”, skipping it
VACUUM

testdb=> reindex table pgbench_accounts;

ERROR: permission denied for table pgbench_accounts

pg_maintaintEPRz {7 5

testdb=# grant pg _maintain to testuser;
GRANT ROLE

VACUUM ANALYZE& & UREINDEXRX TS

testdb=> vacuum analyze pgbench_accounts;
VACUUM
testdb=> reindex table pgbench_accounts; MAlNTA|N*EBE®ﬁH"—i—$*L%)t

REINDEX T—JILDSER Atld:T“I@ii

testdb=> select count (*) from pgbench_accounts;
ERROR: permission denied for table pgbench_accounts
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